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Outline  
l Metapath based data mining

l Heterogeneous information network embedding

ü Applications
p HinDroid (KDD2017),  HACUD (AAAI2019), MEIRec (KDD2019)

l Conclusion and future work
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HinDroid

l HinDroid: a  more  resilient  system  that  helps  protect  smart  phone  
users  against  Android  malware  attacks  and  novel  threats.

Shifu Hou,  Yanfang Ye,  Yangqiu Song,  Melih Abdulhayoglu.  HinDroid:  An  Intelligent  Android  Malware  Detection  
System  Based  on  Structured  Heterogeneous  Information  Network. KDD 2017 (BestApplication Paper).  
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HIN  and Metapaths
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Experimental  Results  and  Analysis



6

Experimental  Results  and  Analysis
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Background  

Cash-­out  User  Detection
• Credit  Payment  Services  

• Credit  card  services  in  commercial  banks  
• Credit  payments  in  Internet  financial  institutions

• Cash-­out  Fraud: pursue  cash  gains  with  illegal  means
• E.g., buying  pre-­paid  cards  then  reselling  them.

• Cash-­out  User  Detection
• Predict  whether  a  user  will  do  cash-­out  transactions

Binbin Hu,  Zhiqiang Zhang,  Chuan Shi,  Jun  Zhou,  Xiaolong Li,  Yuan  Qi.  Cash-­out  User  Detection  based  on  
Attributed  Heterogeneous  Information  Network  with  a  Hierarchical  Attention  Mechanism.  AAAI  2019.
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Background  

• Conventional  solutions

• Solution:  integrate  more  auxiliary  information,  e.g.,  
Ø The  fund  transfer  relation  among  users and merchants
Ø The  login  relation  between  users  and  devices
Ø Abundant  attribute  information

Attributed heterogeneous information network is a
promising way to integrate auxiliary data.

Ø Key: feature extraction
Ø Shortcoming:  seldom  fully  
exploit  the  interaction  
relations
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Background  

• Attributed  Heterogeneous  Information  Network  (AHIN)
Ø Include multiple  types  of  nodes  or links  

and  rich  attribute  information  

Ø Flexibly  characterize    heterogeneous  data

Ø Contain  rich  semantics

• Meta-­path

Ø A  relation sequence  connecting  

two  objects  in  HIN

Ø Extract  structural  features

Ø Embody path semantics
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Framework  of  HACUD

Hierarchical Attention mechanism based Cash-out User Detection 
model (HACUD)
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Experiment

• Ten Days Dataset

1.88 million users 2018/03/21-2018/03/31

• One Month Dataset
5.16 million users 2018/03/01-2018/03/31

Datasets Metrics

Methods	
  to	
  Compare
• Attribute only or 

Structure only
Ø GBDT
Ø Node2vec
Ø Metapath2vec

关键字

• Structure + Attribute

Ø Node2vec + Feature

Ø Metapath2vec + Feature

• Structure + Attribute + Label 

Ø Structure2vec

Ø GBDTStruct



12

Effectiveness  Experiments
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Background  

• Intent  recommendation
• A new  recommendation  service in  many  mobile  e-­commerce  
Apps.

• Automatically  recommend  a  personalized  intent  for  a  user  
according  to  his/her  historical  behaviors  without  query  input.

Shaohua Fan,  Junxiong Zhu,  Xiaotian Han,  Chuan Shi,  Linmei Hu,  Biyu Ma,  Yongliang Li,  Metapath-­guided  
Heterogeneous  Graph  Neural  Network  for  Intent  Recommendation.  KDD  2019.
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Background  

Existing  methods  used  in  industry

Ø Classification  method
l heavily  rely  on  domain  knowledge  and  need  laboring  feature  

engineering

l fail  to  take  full  advantage  of  rich  interaction  information

Ø Item  recommendation  method
l Only  consider  binary  interactions  between  users  and  items

l Only  consider  atomic  and  static  items,  intent  always  dynamic  change.
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HIN Modeling

Ø Model  intent  recommendation  with  a  HIN
l Flexibly  exploit  rich  interaction

Ø Heterogeneous  Graph  Neural  Network  
l Learn  structural  feature  representations  of  users  and  queries            
l A  uniform  term  embedding  mechanism  to  handle  large-­scale  and  
dynamic  data

MEIRec
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MEIRec Method  

The framework of MEIRec
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Metapath-guided Neighbor Aggregation

nFuse heterogeneous information
• Leverage metapaths to obtain different-step neighbors of an object
• Different aggregation functions are designed for different types of

neighboring information
• More information can be added by expanding metapaths
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Offline  experiments

MEIRec significantly outperforms GBDT, DNN, and MF based methods
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Online  experiments

MEIRec significantly improves key metrics considered by the platform and 
attracts more new users to search the recommended query


