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HinDroid

e HinDroid: a more resilient system that helps protect smart phone
users against Android malware attacks and novel threats.

Android app is
compiled and packaged
in a single archive file
(-apk) that includes the
app code (.dex file),
resources, assets, and
manifest file.
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HinDroid: An Intelligent Android Malware Detection

System Based on Structured Heterogeneous Information Network. KDD 2017 (Best Application Paper).
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Tllustration of an HIN

Deintion 31 (15] A heterogeneous information network
(HIN)isa graph § = (V. with a entiy type mapping ¢ ¥ =
Aand arelation type mapping J: € — R, where V denotes the
cntit setand & denotes the link et 7 denotes the ety type et
and R denotes the reltion typese,andthe number o entiy types
4] > 1 orthe number of relation types [R] > 1. The network
schema for network G, denoted as 7 = (4, R)is graph with
nodes as entity typesfrom /4 and edges a relation types from R,
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HIN and Metapaths

Meta-path Generation

Definition 32. [19] A meta-path  is a path defined on the
gnph of ncmrk xrhrma 76 = (AR), and s denoted in the form

uH,—'A —- . —'AL,,uhxhdefuwsnmmpmllmhhon
R Ry Ry Ry between types Ay and Ap,, where - denotes
velation composition operator,and L is the length of £

IDefinition 33 [19] Given o network G = (V,E) and
s network schema Tg, o commuting mateix My for o
metapath P = (A= Ay=...=Apy) is defined as Mp =
G, 0,0, Gy, Where Gy g, is the adjacency matrix
between types A; and A ;. Mp(, ) represents the number of path
instances between entities x; € Ay and y; € Ap.+; under the meta-
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Experimental Results and Analysis

El: Detection Performance Evaluation of the Proposed Method

Table 3: Detection performance evaluation

PID Method F1 B ACC TP FP TN FN
1 AAT 0.9529 0.1069 94.40% 283 19 189 19
2 ABAT 0.9581 0.0900 95.00% 286 9 189 16
3 APAT 0.9495 0.0858 94.20% 273 0 198 29
4 AIAT 0.9183 0.0623 90.40% 270 16 182 32
5 ABPBTAT 0.9479 0.0670 94.00% 273 1 197 29
6 APBPTAT 0.9502 0.0565 94.20% 277 4 194 25
7 ABIBTAT 0.8683 0.0639 84.60% 254 29 169 48
8 AIBITAT 0.8722 0.0639 85.00% 256 29 169 46
9 APIPTAT 0.8373 0.0445 81.20% 242 34 164 60
10 AIPITAT 0.8761 0.0572 86.60% 237 2 196 65
11 ABPIPTBTAT 0.9184 0.0616 90.80% 259 3 195 43
12 APBIBTPTAT 0.8597 0.0617 84.60% 236 11 187 66
13 ABIPITBTAT 0.9284 0.0426 91.80% 266 5 193 36
14 AIBPBTITAT 0.8237 0.0426 82.60% 218 3 195 84
15 AIPBPTITAT 0.8597 0.0469 81.60% 215 5 193 87
16 APIBITPTAT 0.8597 0.0458 84.60% 236 11 187 66
17 Combined-kernel (5) 0.9214 — 91.20% 258 0 198 44
18 Combined-kernel (16)  0.9740 — 96.80% 300 14 184 2
19 Multi-kernel (5) 0.9834 J— 98.00% 297 5 193 5
20 Multi-kernel (16) 0.9884 — 98.60% 299 4 194 3
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Remark: In Figure 3, fy. is the parameter learned by multi-kernel learning, shown in
Eq. (1). F1 is the actual performance of SVM using each meta-path as kernel.

Combined-kernel: We rank each meta-path using its Laplacian score. The order of the ranking is: PIDI1Z -> PID16 -> PIDé6 -> PID3 ->
PID5 -> PIDI1 -> PIDY -> PIDZ -> PID8 -> PID7 -> PID13 -> PID14 -> PID15 -> PIDI1O -> PID4 -> PID1.



Experimental Results and Analysis

E2: Comparisons of HinDroid and other Alternative Detection Methods

Table 4: Comparisons between HinDroid and alternative Table 5: Comparisons with other mobile security products
detection methods. “Original” means all the algorithms use
original app features (i.e., API calls) as input. “Augmented”

means that, we simply put all HIN-related entities and Family Sample # Norton Lookout CM HinDroid
relations as features for different algorithms to learn.
. Lotoor 78 75 74 76 78
Original F1 AUC ACC TP FP TN FN
RevMob 52 46 50 48 52
ANN-1 09173 09023 90.20% 272 19 179 30 .
Malapp 33 29 32 30 (33
NB-1 0.8514 0.8511 83.60% 235 15 183 67
DT-1 0.9202 0.9005 90.40% 277 23 175 25 Fakebank 31 < 0 29 99
SVM-1 0.9529 0.9458 94.40% 283 9 189 19 Generisk 29 29 29 29 29
Augmented F1 AUC ACC TP FP TN FN GhostPush 19 15 16 18 18
ANN-2 0.9409 09316 93.00% 279 12 186 23 . Fakegupdt 16 15 14 14 16
NB-2 0.9025 0.8891 88.60% 264 19 179 38 Danpay 21 19 20 20 21
DT-2 0.9539 09397 94.40% 290 16 182 12 Hidelcon 12 1 9 8 12
SVM-2 0.9590 09537 95.20% 281 7 191 17 _ Idownloader 11 10 9 9 10
HinDroid 0.9884 0.9849 98.60% 299 @ 194 @I Total 302 278 283 281 299
Cor 04 v e e oy 000 o o e o) nd o th o bk DetectionRate - 92.05% 93.71% 93.05%[99.01%

in our experiment and the penalty is empirically set to be 1,000.

For the comparisons, we use all the latest versions of the mobile security products (i.e., Clean
Master (CM): 2.08, Lookout: 10.9-7f33b3e, and Norton: 3.17.0.3205)



Background

Cash-out User Detection

« Credit Payment Services
« Credit card services in commercial banks
« Credit payments in Internet financial institutions

« Cash-out Fraud: pursue cash gains with illegal means
 E.g., buying pre-paid cards then reselling them.

« Cash-out User Detection

* Predict whether a user will do cash-out transactions

7 /

Binbin Hu, Zhigiang Zhang, Chuan Shi, Jun Zhou, Xiaolong Li, Yuan Qi. Cash-out User Detection based on
Attributed Heterogeneous Information Network with a Hierarchical Attention Mechanism. AAAI 2019.



Background

Conventional solutions
> Key: feature extraction
» Shortcoming: seldom fully

<
Training data Classifier
Object features GDBT, LR
—— exploit the interaction
Prediction
=> > o’ < 5“”"' relations

« Solution: integrate more auxiliary information, e.g.,

» The fund transfer relation among users and merchants
» The login relation between users and devices
» Abundant attribute information

Attributed heterogeneous information network is a
promising way to integrate auxiliary data.



Background

« Attributed Heterogeneous Information Network (AHIN)
» Include multiple types of nodes or links
and rich attribute information

» Flexibly characterize heterogeneous data

» Contain rich semantics

 Meta-path

» Arelation sequence connecting
two objects in HIN

» Extract structural features

» Embody path semantics

(a) Scenario of credit payment ser- (b) Network schema and
vice meta-path examples



Framework of HACUD

Hierarchical Attention mechanism based Cash-out User Detection
model (HACUD)

User Features
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Datasets

* Ten Days Dataset
1.88 million users 2018/03/21-2018/03/31

e (One Month Dataset
5.16 million users 2018/03/01-2018/03/31

Methods to Compare

Attribute only or
Structure only

» GBDT
» Node2vec
» Metapath2vec

e Structure + Attribute o

» Node2vec + Feature

» Metapath2vec + Feature

Experiment

Metrics

U | x(u*|+1)
Sucus ranky, — 1

A =
ve U < U

Structure + Attribute + Label

» Structure2vec

» GBDTspuc
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Effectiveness Experiments

Algorithm Ten Days Dataset One Month Dataset
d=16|d=32|d=64 | d=18|d=16 | d=32 | d=064 | d=128

Node2vec 0.5893 | 0.5913 | 0.5926 | 0.5930 | 0.5980 | 0.6963 | 0.6009 | 0.6021
Metapath2vec 0.5914 | 0.5903 | 0.5917 | 0.5920 | 0.6005 | 0.5976 | 0.5995 | 0.5983
Node2vec + Feature | 0.6455 | 0.6464 | 0.6510 | 0.6447 | 0.6541 | 0.6561 | 0.6607 | 0.6518
Metapath2vec + Feature | 0.6456 | 0.6429 | 0.6469 | 0.6485 | 04850 | 0.6552 | 0.6523 | 0.6545
Structure2vec 0.6537 | 0.6556 | 0.6598 | 0.6545 | 0.6641 | 0.6632 | 0.6657 | 0.6678
GBDT 0.6389 | 0.6389 | 0.6389 | 0.6389 | 0.6467 | 0.6467 | 0.6467 | 0.6467

--------------------------------------------------------------------------
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Background

 Intent recommendation

A new recommendation service in many mobile e-commerce
Apps.

« Automatically recommend a personalized intent for a user
according to his/her historical behaviors without query input.

Taobao App Homepage Item List Page
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Shaohua Fan, Junxiong Zhu, Xiaotian Han, Chuan Shi, Linmei Hu, Biyu Ma, Yongliang Li, Metapath-guided
Heterogeneous Graph Neural Network for Intent Recommendation. KDD 2019.
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Background

Existing methods used in industry

» Classification method
® heavily rely on domain knowledge and need laboring feature
engineering

® fail to take full advantage of rich interaction information

> Item recommendation method
® Only consider binary interactions between users and items

® Only consider atomic and static items, intent always dynamic change.
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HIN Modeling

MEIRec

» Model intent recommendation with a HIN
® Flexibly exploit rich interaction

» Heterogeneous Graph Neural Network
® Learn structural feature representations of users and queries
® A uniform term embedding mechanism to handle large-scale and
dynamic data

User Item Query
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(a) Toy example (c) Metapaths
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MEIRec Method

(a)Input (b)Term Embedding (c)Metapath-guided (d) Fusion (e)Output
Layer Heterogeneous GNN Layer Layer Layer
Look
okup Q —1—1U

23
3

|
5 " v

anuwwdag
PIOA

nn=nn
=
&

vl

Ground -

User Item Query B Truth label
I .-\l;dordan g
o 0CS i =
,Lllh .g z 201 5 MLP layers
e § e
i i loss
,. " ) O 8 [loss ]
- O 1O =*"’ Vi
f P E O Predict value
, gz
c" - § d —/
us q2
Search n OO A user/item/(.]uery
'g =z embedding
Click H [ term embedding
Guide : m static features

@ element-wise +

The framework of MEIRec

16



Metapath-guided Neighbor Aggregation

UIQ path UQI path
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B Fuse heterogeneous information
* Leverage metapaths to obtain different-step neighbors of an object

* Different aggregation functions are designed for different types of
neighboring information

* More information can be added by expanding metapaths
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Offline experiments

1-day 3-day 5-day
Method
40% | 60% | 80% | 100% 40% | 60% | 80% | 100% 40% | 60% | 80% | 100%
NeuMF || 0.6014 | 0.6066 | 0.6136 | 0.6143 | 0.6168 | 0.6218 | 0.6249 | 0.6291 | 0.6172 | 0.6224 | 0.6246 | 0.6295
LR 0.6854 | 0.6838 | 0.6884 | 0.6889 | 0.6844 | 0.6863 | 0.6857 | 0.6865 | 0.6817 | 0.6831 | 0.6827 | 0.6836
LR+DW 0.6878 | 0.6904 | 0.6898 | 0.6930 | 0.6888 | 0.6896 | 0.6898 | 0.6900 | 0.6838 | 0.6842 | 0.6863 | 0.6867
LR+MP 0.6918 | 0.6936 | 0.6950 | 0.6969 | 0.6919 | 0.6930 | 0.6933 | 0.6933 | 0.6874 | 0.6890 | 0.6898 | 0.6899
DNN 0.6939 | 0.6981 | 0.6991 | 0.6997 | 0.6966 | 0.6985 | 0.6999 | 0.7008 | 0.6996 | 0.7011 | 0.7017 | 0.7029

DNN+DW || 0.6962 | 0.6980 | 0.7003 | 0.7024 | 0.7005 | 0.7017 | 0.7024 | 0.7030 | 0.7017 | 0.7029 | 0.7040 | 0.7047
DNN+MP 0.6984 | 0.6992 | 0.7024 | 0.7057 | 0.7025 | 0.7040 | 0.7051 | 0.7057 | 0.7017 | 0.7044 | 0.7060 | 0.7069
GBDT 0.7071 | 0.7071 | 0.7067 | 0.7073 [ 0.7070 [ 0.7071 [ 0.7072 | 0.7071 | 0.7067 | 0.7068 | 0.7072 | 0.7066
GBDT+DW || 0.7114 | 0.7119 | 0.7112* | 0.7118* | 0.7109 | 0.7106 | 0.7106 | 0.7104 | 0.7109 | 0.7112 | 0.7109 | 0.7114
_ GBDT+MP _|[L0.7122% | 0.7127* L o7110_| 0.7111 [ 0.7123* | 0.7122" 1 0.7122% |_0.7124* | 0.7118* [0.7114* | 0.7114* | 0.7120%

MEIRec 0.7273 | 0.7302 | 0.7339 | 0.7346 | 0.7352 | 0.7369 | 0.7380 | 0.7390 | 0.7372 | 0.7401 | 0.7409 | 0.7425 1
l Improvement 2.1% 2.5% 3.2% 3.2% 3.2% 3.5% 3.6% 3.7% 3.6% 4.0% 4.1% 4.3% |
_— e e = e e e e e e e e e e e e e s e e e s s e e s s s e e e e s e e e e e e e e e s = /

MEIRec significantly outperforms GBDT, DNN, and MF based methods
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Online experiments

Table 3: Online A/B testing experiments results.

Data Methods CTR | Unique Click | UCTR
GBDT 1.746% 256,116 13.939%

Android MEIRec 1.758% 260,634 14.229%
i Improvement [ _0.70% | _ _176% __ [_207%

GBDT 0.7687% 62,462 5.2579%

I0S MEIRec 0.8056% 65,895 5.5436%
mprovement | _4.79% |_ _ _ 5.50% _ _ | _543%1
GBDT 1.4035% 318,578 10.5252%
Total MEIRec 1.4252% 326,529 10.8052%
iImprovement | _1.54% _|_ _ _2.50% _ _ | _ 2.66%

MEIRec significantly improves key metrics considered by the platform and

attracts more new users to search the recommended query
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